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GLOSSARY AND ACRONYM

Acronym Definition

CB ESCB Central Bank (ECB or NCB)
ECB European Central Bank

ESCHKI EuropeanSystem of Central Bank®ublic Key Infrastructure
FAQ Frequently Asked Questions

IAM Identity and Access Management
NCB National Central Bank

PIN Personal Identification Number
PUK Personal Unlock Number

PKI Public Key Infrastructure

RO Registration Officer

SSCD Secure Signature Creation Device
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1. INTRODUCTION

The present document aims at providing information on howrtanage ESCBKI certificates from
theSy R  dadir didnei

This document has three main blocks

1) The first part will depictthe user processes from the perspective thie certificate lifecycle
(Chapter3)

2) The second block will explain the processes from the token lifeayaée(Chapterd)

3) Hnally, the lastchapter presentshe ESCBPKIWebsite (Chapr 5)
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2. PERSONAL CERTIFICAPROVIDED BY THEBEKI

The following certificates will be availabier ESCB users

Software-based

1) Standad certificates used for authentication, signing and encryption

2) Mobile device certificates: used within mobile devifessauthentication and signature.

3) Secure email gateway: to be installed in a securenail gateway to sign and encrypt on behalf of
the end user.

Tokenbased
1) Advanced certifiates used for authentication, signing and encryption

2) Administrator certificagés: used for users that have got a second account that they use for
administrator tasks. They are mainly valid for authentication although they can also be used for
signature.

3) Provisional certificates: used temporarily when a user with tekased certifiates (either
advanced or administrator) has forgotten his smartcard or token. They have limited lifetime.

The difference between standard and advanced certificates relies on where the digital certificate is
kept: while fortoken-based certificateshe private keysare stored inside a physical token (i.e. smart
card, USB token, etc.), fmoftware-based certificates the private keys are stored irsaftware
containersuch as a file or a keystore

This simple difference has further implications regarding lthe! of trust that can be achieved. The
usage otoken-basedcertificates provides a higher level of trust.

2.1.SOFTWARBASELICERTIFICATES

According to theESCB Identity and Accddanagement Policysoftware-based certificates can be
used to authenticategainstapplications with a criticality assessment up to Medium

ESCHKI provides the following types of softwdrased certificates:

9 Standard certificates: general purpose softwdn@sed certificate valid for authentication,
signature and encryption

1 Mobile device certificates: typically used in a mobile device for authentication and signature. This
certificate can be complemented with a copy of taecryptionprivate key that is part of an
advanced certificate package and that has been recovieraditware format.

1 Secure email gateway certificates: certificate valid for encryption and signature to be installed in a
secure email gateway to implement securereail.

Updated- ESCHKI- Subscriber's Procedure=.0.cbcx Pages of 26
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2.2.TOKENBASEIXERTIFICATES

According to theESCB Identity and Access Management yRdtiken-basedcertificatescanbe used
to authenticateagainstapplicationswhich havea criticality assessmemdedium, High or Very High

ESCHKI provides the following types of tokbased certificates:

1 Advanced certificates: this is a package of ghdéfferent certificates: i) authentication, ii)
signature and iii) encryption. Depending on what your Central Bank has decided, there could be
two different types of advanced certificate packages:
0 Advanced certificate package wigmcryptionkey recovery.

A The authentication and signature private keys are generated inside the
cryptographic tokenso that there is not any other copy. Therefore, these
OSNIAFAOFIGSA I NB O2yaARSNBR al RAI yOSRE

A Theencryption private key is generated by the Certification Authaaitg storedi)
in the tokenand ii)in the Key Archivdn the futureyou will be able toecover a
copy of the encryption private key from the Key Archiiveoftware or tokerbased
formats when i) your smartcard card has been replaced and you need tgdexd
information or ii) you need a softwasiegased copy of your encryption private key to
be stored in a mobile device. Since the private key can be recovered in software
oFaSR F2NXIFIGX GKAA OSNIAFTAOFGS Aa O2yaiRSNBF

o0 Advanced certificate paekje without encryption key recovery.

A The authentication, signature and encryption private keys are generated inside the
cryptographic token, so that there is not any other copy. Therefore, the three
OSNIAFAOIGSAa | NE O2yaA R Snfadeoudt bn, @ oyrOS R @
smartcard is replaced, you will not be able to decrypt old information that was
encrypted for you.

9 Administratorcertificates:this is a single certificate mainly valid for authentication, although you
can also use it for signatel This certificate is used in case that you have got an account that is
linked to the authentication certificate included in the advanced certificate package, and a second
account used for administrator tasks and that is linked to this certificate. Tiliatp key is
generated inside the token.

1 Provisional certificates: this is a certificate with a limited lifetime that is stored in a provisional
token in case that you have forgotten your smartcard or token with advanced or administrator
certificates. Theertificate is valid for authentication and signature. The certificate will expire at
the end of the date of the issuance. Optionally, your Registration Officer can request a longer
OSNIAFAOIGS 6AGK GKS YIFEAYdzY f xitySficarYS RSTFAYSR o0& ¢

2 dz

B
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3. ENDUSERPROCESSES

3.1.REQUESTOKEMNBASEICERTIFICASE

“TAMons :] [:
ESCB ESCB ESCB " PKI RO ESCB
S enduser ORI

- Get your secure token Requests - User signs Terms and Conditions (T&C) document Option 1 => User with RO

Pending
Certificate
Request

Certificates
successfully
downloaded

ESCB
end-user

ESCB == =
end-user e e
- Prepare documentation Local = -
Authoriser RE——

=y approve - RO archives T&C document and a copy of the Option 2 => User remotely
= user documentation

B " g

1. Preparation 2. Request Natification 3. User Validation and Acceptance 4. Certificate download Notification
L I} JL J

K‘ uun.:im mm'nppium

Figurel - Tokenbasedcertificate request process

Theprocess which will be described in greater detail in the following sectiocas, be summarizeds
follows:

1) The user musbbtaina secure token and prepare all the documentation needed

2) The user must requestnraESC®KI an advanced or an administratoertificate using 1AM
interfaces Provisional certificates can only be requested by a Registration Officer viaFK$CB
interface for administrators.

When the requestis approved the usemill receive @ email statingécertificate requestprocess
initiatede.

3) The user musaccept theESCBKITerms andConditions

a) The user must sign thEerms andConditions(T&C)ocument(two copies).
b) The ROwill archivea copy of thesigned T&C document together with the copy of the
documentation providediby the user.

4) The usemay thendownload thecertificatesinto her secure token

The usewill receive @ email statinyy précess completed

L If you have been identified by means of your Central Bank employee id card there is no need to keep a copy of
this document
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3.1.1.STEP 1PREPARATION

1) Obtainyour personal secure token.
L e
f  This token may be an ESERI token or any otheBSCEPK certified end-user

secure token. You can cheitie list of certified tokensait the ESCIKI

website )
1 Setyour personal PIN R, *
1 Please remind that you have taeép both your personal PIN and

personal PUK (code used to reset the PIN of the secure device in case

you forget it)secret

2) Prepare the documentationeeded. To request your certificate you must

present to your Registration Officeither: i

1 Alegal document accepted by the legislation applicable to the Central e L
Bank acting as Registration Authority to dully identify an individual
Exampls of valid docunents are your National ID Carmhd your @f”
Passport Lo il B

L M

1 Your Employee ID Caridl you are an employee ahe Central Bank
acting as Registration Authority

3.1.2. STEP 2REQUEST

1) Enter to the enduser IAM interface Select the optiorRequest an ESCB 183000

certificate. " ESCB
. o ; . i . o ) . B end-user B . . o
T {St SOl uKS ueLls 2% O SQHERN fedningl S u 0S NBIlj dzSsau S|

Gl ROl 2 OWDRIENISTRATGR
1 Selectyour preference for the certificatdelivery:
0 GFACETOFACEwith the RO support
0 OREMOTEwithout the RO support. &7,
1T {StS00 G(KS NBI NEWCERIINCATK S NXB Ij dzS B i YESCE
f Enterthe serial number of your personal secuaken. If you are using RN Y
an ESCBKI secure token, the serial numbgprinted on thecard.

Local
2) The request must be approved

7

NOTE- Possible reasons for the request:

1 NEW CERTIFICATE Newcertificate requested
1 CERTIFICATE EXPIRATION Old certificates are next texpiring
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I LOST CERTIFICATE Old certificates have been compromised (i.e. token lost or stolen)
1 REPLACED TOKBENRECOVERABLE CERTIFICADH certificates not available (i.e. tokelamaged
or forgotten PIN andPUK)

3.1.3. NOTIFICATION

When the request is approvedf you entered the token serial numbgou will

receive @ email of confirmationand you canthen proceedto the next step If Pending
you did not enter the token serial number, yoRegistration Officers will receive | cerificate
a notification to enter the token serial number before proceeding with the next Request

step, and you will receive an email confirmation afterwards.
ESCB
end-user

3.1.4. STEP 3CERTIFICATE ACCEPTRANOWNLOAD (FACE>-FACEOPTION

1) Comebeforeyour RegistrationOfficer (RO) holdingyour personal D
secure token angour personal documentation

1 The RQralidatesthe correctness of thénformation includedn the
end-user RO

request(validates it against the user documentation).

2) The RO prints the Terms@onditions document (T&C)

1 Validate the correctness of the information included in the T&C
documentandsign the T&G@ocument (two copies).

The RO wiltart the certificate download

3) Insert your secure token in the readand enter your personal PIN

1 The keypair will be generated into your personal secure tok€ake
into account that he process will take some time becausethe
case of the advanced certificate packatieee keypairs will be
generated (authentication, encryption and signing)

1 Thethree certificates will be stored in your personal secure taken

i »
ESCB.PKI
N

4) The RO archives the T&C document,ahdequired,a copy of the personal documentation
provided
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3.1.5. STEP 3CERTIFICATE ACCEPTAROWNLOAD (REMOTPTION

1) Atthe ESCBPKIWebsiteclickthe "Certificate delivery for remote usess
option. You must authenticate using your IAM us#password (See
NOTEbelow).

1 All requests currently associatedth your userid will be displayed

2) Select theROpendingrequestby clickingin the “ putton - the request
detailswill be displayed Then clickthe Terms andXonditions button.

1 Print the Terms & Conditions docume(itvo copies) Validate the
correctness of the information includexhd signit.

1 The documentation must be validated and sigifiateto-face) by a
trusted person (i.e. your local manager or your IAM local
Authoriser)

1 Send thesignedcopy of the T&Odocumentand a copy of your
personal documentatiomo your RG.

If everything is correct the RO will allow the remote downlo@ken you will
receive an email with the link to the ESERI application

3) Clickagainonthe "Certificate delivery for remote usegsoption. All
requests currently associated ymur use-id will be displayed

4) Select theUserPendingrequestclicking in the™?| putton, the detailsof
the request will beshown.

5) Insert your token in the readeandclick on theDownloadbutton.
If the serial number of the token is not the one indicated in the request
an error will be displayed

6) The system willlisplaythe list of certificates that will be generated

9 dick on theAcceptbutton.

1 The system will prompt you to enter your perso®dN The keypair
will be generated into your personal secure tok&ake into account
that the process will take som@ime because in the case of the
advanced certificate packagdhree keypairs will be generated
(authentication, encryption and signing)

1 The3 certificateswill be storedin the secure token

ESCB
end-user

" ESCB

end-user

M
ESCBPKI

NOTE- Youmayalso use the PersonalCertificate managemenitoption. For this optionto work you

mustfirst authenticae using aCAF compliarddvanceccertificate

2 If you have been identified by means of your Central Bank employee id card there is no need tcspypof

this document

Updated- ESCHKI- Subscriber's Procedure=.0.cbcx
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3.1.6. NOTIFICATION

When thecertificates are downloadedreemailwill be sent to the user

Certificates
successfully
downloaded

ESCB
end-user

3.1.7.FINAL RECOMENDATIGET YOUR SUSPENSCONE

Thesuspensiorcodeis usedto request the suspension gour certificates.Thiscodeis the only way

to prove you were the actual owner of your certificatescase youpersonal secure token is lost or
stolen.

If you havenot done it before, sehow your E€BPKI suspension codeingthe "Personal Certificate
management option in the ESCBKI webpage.

Updated- ESCHKI- Subscriber's Procedure=.0.cbcx Pagel4 of 26
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3.2.REQUESBOFTWARBASEDCERTIFICASE

i Mane E] D
ESCB ESCB EsCB o ESCE ESCB-PKI RO ESCB
Eneuser SRS i Enduser

- Prepare documentation  Regquests - User signs Terms and Conditions (T&C) document Option 1 => Userwith RO
e~ - Pending
E‘ Certificate
= Request
*a =
[ =
ESCB f—
— — T
Authoriser — ESCB
approve
- RO archives T&C document and a copy of the Option 2=> User remotely
user documentation
;‘3
1. Preparation 2 Request Notification 3. User Vali and A 4. Certif e Notification 5. Installation

B —— x

Figure2 - Software-basedcertificate request process

The processwhich will be describeh greater detail in the following sectionsan be summarized as
follows:

1) The user must prepare all the documentation needed

2) The user must request an ESEBIsoftwarebased certificate (i.e. standard, mobile device or
secure email gatewaylsing IAM interfaces

When the request has been approved the user will receivemail stating the followinyg cetificate
request pocess initiated

3) The user musaccept theESCBKI €rms andConditions

a) The user must sign the Terms and Conditions JT®Cument(two copies).
b) The RO archives a copy of the T&C document and also a copy of the documentation
provided by the user.

4) The user downloads the certificate

The usewill receive @ email statingyprocess completetd

5) The user idtalls thecertificatein the PG mobile device or securemail gateway

3 If you have been identified by means of your Central Bank employee id card there is no need to keep a copy of
this document

Updated- ESCHKI- Subscriber's Procedure=.0.cbcx Pagel5of 26
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3.2.1.STEP 1IPREPARATION

1) Prepareth mentation n .Tor t r certificat m
) epa e the docu .e a.o. eeded. To request your certificate you must " ESCB |
deliverto your Registratioreither: end-user

A legal document accepted by the legislation applicable toGkatral
Bank acting as Registration Authority to dully identify an individual —

Examples of valid documents are your National ID Card and your -:3
Passport.
1 Your Employee ID Card if you are an employe¢hefCentral Bank Z@f_“ .
acting as Registration Authority gl n
3.2.2. STP 2: REQUEST
1) Enter to the enduser IAM interfaceSelect the optiorRequest an ESCB IAMAans

certificate.
ESCB
T {StSO00 GKS (eLlsS 27 CoONIWARHnEhingS NEIlj dzSa G SRY
G adl y RMOBRE DEYIEER BEROUREMAIL GATEWAY
1 Selectyour preference for theertificate delivery
0 OFACETOFACEwith the RO support
0 GREMOTE&without the RO support.

1 (S(SO0G (KS NBI aEWCERINCATK S N5 dzS SN

2) The request must be approved

NOTE- Possible reasons for the request:

NEW CERTIFICATE New certificaterequested

CERTIFICATE EXPIRATIGDId certificateis next toexpiring

LOST CERTIFICATE Old certificate habeen compromised (i.€2IN compromise, stolen PC

REPLACED TOKEN/UNRECOVERABLE CERTIFIdT®rtificate not available (i.dile damaged or
forgotten PIN)

= =4 —a -8

3.2.3. NOTIFICATION

When the request is approved you will receareemail;you canthen

proceedto the next step Pending
Certificate

Request

ESCB
end-user
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3.2.4.STEP 3CERTIFICATE ACCEPTAROWNLOADHACETO-FACEOPTION

1) Come beforegyour Registration Officer (RO) with yquersonal r]
documentation

{ The ROvalidates the correctness of thenformation includedin the ESCB | ESCB-PKI
end-user RO
reques).

2) The RO prints the Terms & Conditions document (T&C)
1 Validate the correctness of the information included in the T&C
document and sign the T&C documétwo copies).

The RO wiktart the certificate download

l o d -
3) Youwill be requested to set a PIN code to protect the certificate and the—— _ ?

keys generated
1 Type your PIN and click on tBewnloadbutton.

——

4) The RO will download thkeysinto a file protected by your PIN
1 The certificate will belownloaced to the local system, protected by
the PIN, to ensure that onlyou and no one elséasaccess to the

private key

5) The RO archiveme copy othe T&C document andf required,a copy
of the personal documentation provided

Keep this file protected by your PINas a backup copy of your certificate. This will permit you
recover your certificate irthe future in case it gets damaged.

3.2.5.STEP 3CERTIFICATE ACCEPTAROWNLOARREMOTEOPTION

1) Inthe ESCBPKIWebsiteselect the"Certificate delivery for remote [ﬁ l
userg 2 LJi Ahawé tbauthéhtizate using your IAM usét / S
password (SeBlOTEbelow).

91 All requests currently associated your userid will be displayed

2) Select theROGPendingrequestclickingon the &P putton, the details of
the request will beshown Thenclick onthe Terms and conditions

button.

1 Print the Terms & Conditions documenalidate the correctness of
the information included and sigh (two copies).

1 The documentation must be validated and signed (facéace) by a
trusted person (i.e. your local manager or your IAM local Authorisef)

1 Send the signed documeannd, if required,a copy of your personal

documentation to youRQ = —

g 1 5 |
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If evenything is correct the RO will allow the remote download. Then you will receive an email with the
link to the ESCBKI application.

3) Selectagain the "Certificate delivery for remote usegs 2 LJi A 2 Yot
requests currently associated to your usémwill bedisplayed

4) Select theUserPending request clickingon the “*»| putton and the
detailsof the request will be presented

5) Click orthe download button.

6) Thedetails of thecertificateare shown Click on theAcceptbutton.

7) The system will request you tgpea PIN to protect the certificate and | [ —
keys generatedType your PIN and click on tbewnloadbutton. .

8) The keys and the certificate will be generated arféila Download dialog '
box will pop up askingDo you want to open or save this fiké

[ —

1 ClickSaveto download the key#nto a file protected by your PIN

T

c If you open the .p12 file, Windows will automatically start the"
installation of the certificate in your PC.

The recommended procedure is to save this file, keep it as a
backup copy and, afterwards, start the installation process.

If you click on the&Cancebutton the process will be cancelled
and you will not be able to download your certificates

The certificée will bedownloacded to the local system, protected by the BlfRat will ensure that only
youand no one else can access to the private key

Keep this file protected by your PINas a backup copy of your certificate. This will permit you
recover your certificate in the future in case it gets damaged.

NOTE - Youmay also use the Personal ertificate management option. In that case you must
authenticate using a CAF compliaertificate.

3.2.6.NOTIFICATION

When the certificates are downloadecd @mailwill be sent to the user Certificates

successfully
downloaded

ESCB
end-user
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3.2.7.STEP 4INSTALL YOURTANDARBERTIFICATE

The ESCBKI will deliver your standard certificate in a .P12 file. To install your certificate in your PC
you must follow your Operating System and Web browser recommendatRiease contact your
Local Help Desk if you need additional support.

This is a example of the process to be followed to install your certificate in a
Windows environment with Internet Explorer. ~

1) Open the .P12 file anibllow MS Wizard instructions to extract the keys
and the certificatgclick on theNext button).

2) You will be requésd to type the PIN that protects your .P12 file

1 Type your PIN.
T / KSO1 GKS 2LXiAz2y a9yloftsS é(]NEY?ﬂ LINA @181 1S& LINE
copy of the private key that is going to be installed in the MS Windows = "

account.
T / KSO1 G(KS 2LJiAz2y aal N] GKAa 1Sée |a SELRNIIof S¢
copy of the private key that is going to be installed in the MS Windows_ =JL__ =
account is ready to be exported again in flaéure. '_ e
3) St SOG GKS a4t SNIorytd install BS NditifateAadd G S
corresponding private kefclick on theNextbutton until the process ends). =

4) MS Windows will immediately start a new Wizard to install the certificate
. . —_—
into the Internet Explorer container.

9 To protect your certificatechange the security level tdiIGH S
1 Typethe password to protect youprivate key once installed into your . l.

Windows accountYou will be asked for this password whenever you
use the private key (e.g. while authenticating in an application). Do n
mistake this password with the one dtifie passwordprotected file,

Censicate impont Waard —
although both can be the same if you wish. ‘
1 Then click on thécceptbutton. | @ Pewsasmmmas
5) Your certificate will be installed in the Internet Explorer certificate (=

container.

NOTE Detailed informationavailablethe ESCIBPKI User guideimporting and exporting standard
certificate$ which is also available in the ESRI®& Website.

3.2.8.AINAL RECOMENDATIGET YOUR SUSPEN SCOND E
The suspension codsthe only way to identifyou in case youcertificate is compromised (lost)

If you haven't done it before, set your ESEIRI suspension codgouwill use this code to request the
suspension oyour certificate.
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3.3.CERTIFICATE RENEWRXPIRED CERTIFIQATE

When your certificate is next texpiringyou will receive a message to rerdin

youthat you have to renew your certificates. In fact you will receive several

messages, a first message 100 days before the expiration date, a second

ESCB-PKI [
SLeacua certificates
are next to

“ESCB expire
messaget5 days before the expiration date and a third message 15 days befor

the expiration date.

1) Theprocess you must follow to renew your certificaisgsheone

described in previous sections of this chapter to request new certificates

1 The reason for the request (step @jpuld beCERTIFICATE EXPIRATIC

Reason: EXPIRATION

3.4.CERTIFICATE SUSPENEREACTIVATIOMKEYCOMPROMISE)

If you suspect that your keys have been comprised, you must perform the
following actions:

1) Hrst of all, suspend your compromised certificates to avoid that anyone

could usehem anymore

1 In the ESCBPKIWebsite selectthe "Certificate suspesioré
You must authenticate using your ES@ suspension code
(SeeNOTbbelow)

2) IntheCertificate listtab select the certificate you want to suspend

3) Click on theSuspendutton. Your certificates will be suspended

To reactivate your suspended certificates, in case you discover that no
compromise do exist, you must send a request to your registration office

4) Request new certificates (see previous sections in this chapter)

1 The reason for theequest(step 2) would b LOST CERTIFICATEs
process will revoke yowld compromised certificates

ESCBsPKI
[ EUROSYSTEM
"ESCB

end-user

2 LJG

Authentic atiot

A2y O

it

EiTn

................

Reason:LOST CERTIFICATE

NOTE - You could also use théPersonal Ertificate management option. In that case you must

authenticate using a CAF compliant certificate.
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3.5.RECOVER AN OLD ENCRUNKEY

To recover an old encryption keyou must follow the steps described below:

1) Atthe ESCBPKIWebsiteclickon the "Personal Certificate managemeht
option. You must authenticate using a CAF compliant certificate.

2) In theleft sidemenu of the applicationselect theCertificates option and
click on the certificate package you want to recaver

3) Insert your personal secure token in the reader anitk on the

key recovenbutton.

4) To store the keys and the certificate your personalsecue tokenthe
system will prompt you to typgour personaPIN

3.6.SET YOUR PERSONBEFRENSION CODE

Thesuspensiorcodeis usedo request the suspension gbur certificates.
Thiscodeisthe only way tgprove you were the actual owner of your
certificates in case yowoftware certificatds lost or stolen.

Toset your ESGBKI suspension code

1) In the ESCBPKI Website seledhe "Personal ertificate managemeng
option. You must authenticate using your ESTB certificate

2) Selectthe Suspension codknk from the left frame menu

1 Set your suspension code

4 For example, ifyour personal secure tokavas damagedand you have a new token, you may need to recoveuryad
encryption key to decrypt old messages or documents
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